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Abstract—Decentralized synchronization requires cooperation
among network participants so that all nodes agree on a common
reference timing. What happens if one node does not follow
local synchronization rules and randomly transmits? This paper
studies the resilience of two classes of decentralized slot synchronization against random disturbances, and quantiﬁes the impact
of the random behavior. It is shown that the coupling strength is
a key factor for resilience, and that the synchronization approach
based on the theory of coupled oscillators generally behaves
better and is more robust than the approach that updates clocks
based on the average neighboring timings.

I. I NTRODUCTION
Many communication systems require an agreement on
a common time slotted structure for correct operation. For
instance, in Time Division Multiple Access (TDMA), nodes
transmit in allocated time slots. Synchronization is also very
useful in wireless sensor networks to correctly estimate the
speed and direction of an object moving in the proximity of
the sensors. With the development of wireless sensor networks
and ad hoc networks, the importance of synchronization led
to the development of a variety of synchronization schemes.
While centralized synchronization approaches exhibit some
drawbacks, e.g. high overhead related to dispersing the timing
of the central timing reference, low reactivity to a changing
environment, and a central point of failure, decentralized synchronization circumvents these drawbacks but requires nodes
to exchange their timing information locally.
The local exchange of timing information is either done
explicitly through the exchange of timestamps or implicitly by
detecting the timing of a transmission at the receiver. For the
purpose of slot synchronization, implicit timing information is
provided by transmitting at the beginning of a time slot. It has
been utilized, for example, by two algorithms available in the
literature to perform decentralized slot synchronization:
∙ Meshed Emergent Slot Synchronization (MEMFIS) [1]
is based on the synchronization rules of pulse-coupled
oscillators [2]. It updates internal clocks in a discrete
manner when detecting a neighboring transmission.
∙ Power-Weighted Average Synchronization (PWASync)
records neighboring timings over one slot and updates
internal clocks based on a power-weighted average of
recorded timings [3–5].
Previous studies of MEMFIS and PWASync assume that
all nodes in the network follow the same synchronization
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rules. In the following a node that transmits randomly is
introduced in the network, and its disruption is evaluated based
on a synchronization metric that measures the level of local
synchrony. This random behavior may mimic a malfunctioning
node that does not follow the correct synchronization rules, or
it could originate from a malicious node that intentionally tries
to disrupt the synchronization state of surrounding nodes. In
this paper we investigate the ability of MEMFIS and PWASync
to maintain an acceptable level of synchronization in the
presence of faults to normal operation, i.e. the resilience of the
algorithms. This is an important ﬁrst step before investigating
possible detection methods and countermeasures.
The remainder of this article is structured as follows. Section II reviews the two slot synchronization schemes MEMFIS
and PWASync, and compares their characteristics. The impact
of randomly transmitted reference timings on MEMFIS and
PWASync is studied in Section III. The behavior of both
algorithms is analyzed as a function of the node coupling, the
rate of random transmissions, and the network connectivity. It
is shown that MEMFIS tends to be more resilient against such
kind of disturbance, i.e. its behavior is more constant under a
range of parameters. Finally Section IV concludes.
II. D ECENTRALIZED S LOT S YNCHRONIZATION
MEMFIS and PWASync propose fundamentally different
rules to achieve slot synchronization in a decentralized manner.
In spite of their different rules, both schemes assume similar
system constraints. Time is divided in slots of equal duration 𝑇 , and nodes are either in a receive or a transmit slot. In a
receive slot, both algorithms obtain implicit timing information
by detecting transmissions of a synchronization word (syncword) that is common to all nodes and transmitted along
with data. In a transmit slot, each data packet is composed
of the sync-word and data, and the common sync-word is
transmitted only when data is to be transmitted. Half-duplex
transmission is considered, i.e. sync-words cannot be received
in a transmit slot. In this section, the update rules of MEMFIS
and PWASync for achieving synchronization are reviewed, and
their performance is compared in wireless meshed networks.
A. MEMFIS: Meshed Emergent Fireﬂy Synchronization
MEMFIS is adapted from the theory of pulse-coupled
oscillators (PCOs), which provides simple local rules leading
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Reference timing update with MEMFIS [1].

Fig. 2.

to system-wide synchronization. This mathematical model
describes entities that periodically interact with each other at
discrete time instants via inﬁnitely short pulses. It is used in
many ﬁelds of science to describe dynamic natural phenomena
such as ﬁreﬂy synchronization [2].
The PCO model is not directly applicable to wireless
networks, and MEMFIS adapts it in several ways so that
synchronization is reached from any initial condition [1].
Fig. 1 describes the adaptation process of a receiving node
when detecting three transmissions within a time slot.
In Fig. 1 the receiving node, denoted node 𝑖, observes the
transmission of three nodes with respective timings 𝜏𝑖,1 , 𝜏𝑖,2 ,
and 𝜏𝑖,3 . During a receive slot, node 𝑖 maintains a phase function 𝜙𝑖 (𝑡) that increases linearly over time from 0, marking
the start of a slot, to 1. A reference instant 𝜏𝑖 is reached
when the phase reaches 1. At this instant, a node decides
whether to transmit, if data is to be transmitted, or to receive. A
receive slot is composed of a refractory period of duration 𝑇refr
where no phase increment is possible, and of a listening
period. In Fig. 1, the three increment instants 𝜏𝑖,1 +𝑇 , 𝜏𝑖,2 +𝑇 ,
and 𝜏𝑖,3 +𝑇 all fall in the listen state and cause three
discrete phase increments that update the receiver’s phase
function according to:
𝜙𝑖 (𝜏 ) → 𝜙𝑖 (𝜏 + ) = 𝜙𝑖 (𝜏 ) + Δ𝜙 (𝜙𝑖 (𝜏 )) ,

(1)

where 𝜏 + denotes an inﬁnitesimal time instant after 𝜏 . The
increment function 𝜙𝑖 (𝜏 )+Δ𝜙 (𝜙𝑖 (𝜏 )) is referred to as phase
response curve (PRC).
In [2] conditions on the PRC to reach synchrony for
arbitrary initial time offsets are identiﬁed. A simple PRC
leading to synchrony is the piecewise linear function:
𝜙𝑖 (𝜏 + ) = min ((1 + 𝛼) ⋅ 𝜙𝑖 (𝜏 ) + 𝛽, 1) .

 

(2)

The terms 𝛼 and 𝛽 are the coupling parameters: 1+𝛼 is the
slope and 𝛽 is the initial value of the PRC. Assuming that
each node maintains the same PRC, if 𝛼>0 and 0<𝛽<1, a
set of nodes always synchronizes independently of the initial
conditions.


 
  

  







Reference timing update with PWASync [4].

B. PWASync: Power-Weighted Average Synchronization
In PWASync, slot synchronization is performed by adjusting
local clocks based on the average of detected timings. This
approach was initially proposed for inter-base station synchronization in cellular networks [3], and was later extended to the
dynamic environment of inter-vehicle communication [4, 5].
The application of PWASync in [5] ﬁts similar constraints as
MEMFIS: sync-words are considered instead of pulses; these
are time-multiplexed with data to form packets.
The basic mechanism of PWASync is summarized in Fig. 2.
In slot 𝑛𝑖 node 𝑖 monitors the detected reference instants 𝜏𝑖,𝑗
and the received power level of transmitting node 𝑗, and
determines the power-weighted average timing error [4]:
∑
𝑗∈𝒩𝑖 [𝑛𝑖 ] 𝑃𝑖𝑗 ⋅ Δ𝜏𝑖,𝑗 [𝑛𝑖 ]
∑
Δ𝜏𝑖 [𝑛𝑖 ] =
,
(3)
𝑗∈𝒩𝑖 [𝑛𝑖 ] 𝑃𝑖𝑗
where 𝒩𝑖 [𝑛𝑖 ] is the set of transmitting nodes detected during
slot 𝑛𝑖 , 𝑃𝑖𝑗 is the power level of transmitter 𝑗 detected at
node 𝑖, and with
Δ𝜏𝑖𝑗 [𝑛𝑖 ] = 𝜏𝑖,𝑗 − 𝜏𝑖 [𝑛𝑖 ] .

(4)

Based on this average, the timing reference of node 𝑖 is
updated according to:
𝜏𝑖 [𝑛𝑖 +1] = 𝜏𝑖 [𝑛𝑖 ] + 𝜖PWA ⋅ Δ𝜏𝑖 [𝑛𝑖 ] ,

0 < 𝜖PWA < 0.5 , (5)

where 𝜖PWA is the coupling strength associated with a timing
update.
C. Performance Comparison
In this section MEMFIS and PWASync are brieﬂy evaluated
in a meshed network based on a local synchronization metric.
1) Meshed Network: In the following, the network topology
is modeled as a random geometric graph 𝒢(𝑁, 𝑑): 𝑁 nodes are
placed on a square area using a uniform random distribution,
and nodes are connected if their distance is lower or equal
than 𝑑. The set of links is denoted by ℰ, and two connected
nodes are called neighbors. The set of neighbors of node 𝑖 is
deﬁned as 𝒩𝑖 = {𝑗 : (𝑖, 𝑗) ∈ ℰ}.

A common measure to characterize topological properties of
a network is its algebraic connectivity [6]. It is denoted by 𝜅 in
the following, and is deﬁned as the smallest non-zero eigenvalue of the Laplacian matrix L (𝒢) [6]. This eigenvalue is
strictly greater than 0 if and only if 𝒢 is a connected graph [6].
For a fully-meshed network, i.e. all nodes connected to each
other, 𝜅=𝑁 . For a given 𝑁 , the algebraic connectivity 𝜅 is
varied by changing 𝑑: from the minimal distance ensuring a
connected graph where 𝜅 is very close to zero, the connectivity
increases very rapidly until the maximum 𝜅=𝑁 .
2) Synchronization Metric: In order to characterize the local misalignment in timing references, a metric that quantiﬁes
the level of local synchronization was proposed for MEMFIS
in [7], and is here adapted for PWASync. The objective of
a synchronization metric is to identify whether a network is
synchronized and to quantify the state of the system. When
all nodes agree on a common reference instant, the metric
approaches 1. When the system is in disorder, the metric
approaches 0.
The local synchronization metric for node 𝑖 is deﬁned as:



( 𝜏 )
( 𝜏 ))
1  ∑ (
𝑖
𝑗
 . (6)
exp 2𝜋
− exp 2𝜋
𝑟𝑖 = 1 −

∣𝒩𝑖 ∣ 
𝑇
𝑇

𝑗∈𝒩𝑖
The local metric is deﬁned in the interval 𝑟𝑖 ∈[−1, 1]. If
node 𝑖 is synchronized with all its neighbors, then the complex
exponentials in (6) cancel each other, and the local metric
yields 𝑟𝑖 =1. The metric decreases rapidly as the difference
between 𝜏𝑖 and 𝜏𝑗 increases, e.g. when 𝜏𝑖 −𝜏𝑗 =0.1, the local
metric yields 𝑟𝑖 ≈0.4. The metric is equal to 0 either when
reference instants are equally distributed in [0, 𝑇 ], or when
nodes are anti-phase synchronized, i.e. two groups of equal
size have references shifted by 0.5 𝑇 . For further details on
the synchronization metric, please refer to [7].
3) Comparison: Synchronization Metric over Time: To illustrate the behavior of the local synchronization metric with
MEMFIS and PWASync, Fig. 3 plots the evolution over time
of the mean local synchronization metric for different network

connectivity values. The coupling values are set to 𝛼=0.2
and 𝛽=0.01 for MEMFIS and to 𝜖PWA =0.5 for PWASync,
and the number of nodes in the network is equal to 𝑁 =8.
The data trafﬁc follows a Poisson distribution with an average
load set to 𝜆=1.0 packets per slot for the whole network.
In Fig. 3 reference instants are initially randomly distributed
in [0, 𝑇 ], and the mean metric is close to 0. Synchronization emerges rapidly under all conditions, and within 40 𝑇 ,
fully-meshed networks and networks with a connectivity
of 𝜅/𝑁 =0.5 are synchronized. In networks with a low connectivity value of 𝜅/𝑁 =0.1, synchronization is not always
reached within 50 𝑇 . However MEMFIS is better able to cope
with sparse networks, as the metric with PWASync grows very
slowly when 𝑡≥30 𝑇 .
4) Comparison: Inﬂuence of the Coupling: The coupling
parameters 𝛼 and 𝜖PWA are very important for MEMFIS and
PWASync respectively. They determine how strongly a node
reacts when detecting a transmission from a neighboring node.
Strong coupling values lead to quick convergence, but also
cause instability because nodes tend to adjust their timing
reference too strongly when receiving a sync-word. On the
other hand, weak coupling implies that nodes are less reactive
after detecting a sync-word, but the system requires more
time to synchronize. Fig. 4 plots the mean time to synchrony
over the coupling values 𝛼 and 𝜖PWA for different network
connectivities.
Fig. 4 conﬁrms the superior scalability of MEMFIS in
sparse networks. Provided that 𝛼≥0.2, further increasing the
coupling value 𝛼 has little effect on the mean time to synchrony with MEMFIS. Networks with higher connectivity
synchronize faster, a behavior that was mathematically proven
in [8]. For PWASync, a high coupling value 𝜖PWA is required so
that an acceptable time to synchrony is achieved. Furthermore
the algorithm does not scale well in sparse networks, as
the mean time to synchrony abruptly increases when the
connectivity is decreased from 𝜅/𝑁 =0.5 to 𝜅/𝑁 =0.1.
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Fig. 3. Evolution of the mean local synchronization metric over time for
MEMFIS and PWASync for different network connectivity values.
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In this section, we investigate the impact of randomly transmitted sync-words on MEMFIS and PWASync. Both schemes
do not identify the transmitter of a sync-word, and rely only on
its implicit timing information to perform synchronization. In
Section III-A we detail the random transmissions, which reﬂect
a malfunctioning node or the strategy of a malicious node that
attempts to disrupt a synchronized network. The impact of
these random transmissions are investigated in Section III-B
through the synchronization metric level.

mean synchronization metric
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In the following the impact of a node randomly transmitting sync-words is evaluated through simulations. Unless
mentioned otherwise, the coupling parameters are set to 𝛼=0.2
and 𝛽=0.01 for MEMFIS and to 𝜖PWA =0.3 for PWASync. The
default number of nodes and trafﬁc density are set to 𝑁 =8
and 𝜆=1.0 in Sections III-B1, III-B2, and III-B3, and to 𝑁 =20
and 𝜆=2.0 in Section III-B4. Finally the network connectivity
is set by default to 𝜅/𝑁 =0.5.
1) Synchronization Metric over Time: Fig. 5 plots the evolution of the mean synchronization metric over time. Initially
reference instants are distributed in [0, 𝑇 ], and the network
synchronizes, i.e. the metric increases from 0 to 1. Random sync-word transmissions start at 𝑡=100 𝑇 . Their impact
is very rapid; within 10 periods, the mean synchronization
metric drops from 1 to a constant level that depends on
the rate of random transmissions. For a low arrival rate,
e.g. 𝜆r =0.1 pkt/slot, the synchronization metrics for both
MEMFIS and PWASync settle around 0.9. This level of
synchrony decreases to approximately 0.6 for random transmission rates of 𝜆r =1.0 and 𝜆r =2.0. The synchronization level
of PWASync is proportional to the arrival rate of random syncwords, i.e. a higher rate of random transmissions disturbs more
the synchronization state. Interestingly, using MEMFIS, the
level of synchronization does not necessarily decrease with
increasing rate, and its level of synchrony is higher for 𝜆r =2.0.
In the following the constant level of the mean metric after the
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A. Random Behavior
We model a faulty or malicious node as follows. The node
neither transmits sync-words periodically nor reacts to syncwords from other nodes, but transmits sync-words randomly
without any predeﬁned time slot structure. The sync-words
are transmitted according to a Poisson process with rate 𝜆r .
The Poisson distribution is known to maximize the entropy in
the system [9], and thus seems to be a natural choice for a
malicious node to choose in order to disrupt synchrony.
An important point for this disruptive approach to be effective is that nodes transmit only when there is data scheduled
to be transmitted, otherwise they remain in listen state. The
randomness in receive and transmit slots and the half-duplex
condition of normal nodes make it possible for a random syncword to disrupt synchronized nodes, because this sync-word
is not received by the same set of nodes.
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Fig. 6. Mean synchronization level after random transmissions over the
coupling strength.

start of the random transmissions in the steady-state is termed
“sync-metric level” and serves as the metric in the following
sections.
2) Inﬂuence of Coupling: As detailed in Section II-C4,
the coupling between nodes is an important parameter for
MEMFIS and PWASync. Fig. 6 investigates the impact of the
coupling parameter on the sync-metric level.
As randomly transmitted sync-words are interpreted as
normal sync-words, the coupling strength is as strong between
the faulty or malicious node and normal nodes. From Fig. 6,
increasing the coupling in MEMFIS minimizes the impact of
the random transmissions, and keeps the mean sync-metric
level around 0.7. On the other hand, increasing the coupling
in PWASync privileges the sync-words from the malicious
node, and the mean sync-metric decreases linearly with the
increase of 𝜖PWA . This behavior in Fig. 6 is incompatible
with an appropriate time to synchrony: from Fig. 4, a high
coupling value is required, in particular in sparsely connected
networks, so that nodes synchronize quickly. On the other
hand, MEMFIS behaves optimally in Fig. 6 when 𝛼=0.3, a
value that also yields a low time to synchrony.
The superior behavior of MEMFIS, i.e. its better resilience
to random sync-words with high coupling, is explained by the
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different dynamics than PWASync. In PWASync, the timing
adjustment in (5) depends on the coupling factor 𝜖PWA and,
more importantly, on the perceived timing difference at the
receiver Δ𝜏𝑖 [𝑛𝑖 ]. Therefore, if a received sync-word is far
from the local timing reference, the receiver adjusts its timing
more strongly than when if Δ𝜏𝑖 [𝑛𝑖 ] is small. In MEMFIS, on
the contrary, when a node detects a sync-word close to its
reference instant, it adopts it immediately by setting its phase
to 1, before entering the refractory period where it neglects
subsequent sync-words.
3) Inﬂuence of the Rate of Random Transmissions: In Fig. 5
it is observed that MEMFIS is less affected by the random
sync-words when they are transmitted more often. Fig. 7
investigates the behavior of MEMFIS and PWASync as the
arrival rate of random sync-words 𝜆r increases and the arrival
rate of normal transmissions 𝜆 varies.
Fig. 7 conﬁrms the better resilience of MEMFIS with
regards to random transmissions. After reaching a minimum
value for 𝜆r ≈1, the level of synchrony with MEMFIS increases
as a higher number of sync-words are transmitted randomly.
On the other hand, the level of synchrony with PWASync
decreases as 𝜆r increases. In all cases a higher rate of normal
transmissions leads to a decreased level of synchrony, which

is due to the increased number of disagreeing transmissions.
4) Diffusion of the Random Behavior: The faulty or malicious node is randomly chosen in a meshed network, and
its transmissions are received by a subset of nodes, i.e. its
neighbors. Fig. 8 investigates the diffusion of the random
transmissions for different connectivity values, relative to the
distance, i.e. hop count, of a normal node from the malfunctioning or malicious node.
In Fig. 8 both MEMFIS and PWASync behave similarly. For
a connectivity of 𝜅/𝑁 =1.0, the network is fully-meshed, and
all nodes are thus directly connected to the misbehaving node.
In this case, its impact is compensated by the high connectivity
among normal nodes, i.e. transmissions from normal nodes
compensate the misaligned transmissions. As the connectivity
decreases, the impact of the random sync-words is stronger,
and nodes that are directly connected to the misbehaving node,
i.e. “1 hop” nodes, are strongly affected. Nodes that are placed
two or three hops away from the faulty or malicious node,
and thus are not directly affected by it, are less impacted than
neighbors of the misbehaving node, but their synchronization
level is nevertheless below 1.
IV. C ONCLUSION
This paper studied the resilience of two classes of decentralized slot synchronization algorithms in the presence of a faulty
node that transmits sync-words randomly. This study was done
using a synchronization metric that quantiﬁes the level of
synchrony in the network. It was shown that MEMFIS, which
is based on the theory of coupled oscillators, is generally more
robust than PWASync, which adjusts timing references based
on the average of received sync-words.
The used methodology is a useful tool for future work,
which will investigate the detection of faulty or malicious
nodes and possible counter-measures.
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